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Abstract

Location awareness capabilities of today’s wireless net-
works provide position tailored services but, at the same
time, impose serious privacy implications for the wireless
users. Interface identifiers allow an adversary to trace a
user’s movement and location over time in a wireless envi-
ronment. This causes a significant privacy threat to users,
since an adversary could learn a lot of information about
them from their locations. Current proposed location pri-
vacy mechanisms suffer from a high rate of network disrup-
tion and degraded throughput. In this paper, we introduce
a new scheme to improve the location privacy of wireless
users while minimizing network disruption. The proposed
scheme achieves its goals by exploiting the collaboration
among users in the same coverage area of an access point
in a wireless system.

1. Introduction

IEEE802.11 has become a popular standard for imple-
menting wireless local area networks (WLANs). Such net-
works can be found in malls, airports, campuses and facto-
ries around the world [14]. While communication confiden-
tiality issues in wireless networks can be efficiently solved
with means similar to those used in their wired counterparts,
user mobility raises new location privacy risks that must
be addressed at each layer of the protocol stack. Several
technologies, such as the one proposed by Bahl and Pad-
manabhan, [3], allow detection of the location of a wire-
less user based on the transmitted signal strength and the
received signal to noise ratio. Such attacks are very diffi-
cult to thwart because they utilize mechanisms needed by
the physical layer of wireless systems for correct operation.
On the other hand, signal to noise ratio computation and
triangulation can only be performed with special hardware.
Going up the stack, less sophisticated attacks are feasible
with less capabilities, allowing an adversary to learn infor-

mation about the users. Layer two, three and four identi-
fiers allow linkage of different communication sessions to
the same user and facilitate user traceability over time. One
drawback of currently proposed schemes [7], [9] is that they
represent impractical trade-offs between performance and
privacy. These schemes require, for a user to prevent being
traced, shutting down all active TCP connections, remain-
ing silent for a random amount of time and then setting up
all the connections again. As the reassociation process with
the access point (AP) may take up to 2.5 seconds [10], this
process is not pursuable with applications characterized by
a high traffic volume such as file transfers or with other ap-
plications that require the connection to be kept alive for the
duration of the session, such as remote logins or real time
applications such as voice over IP. In this paper, we intro-
duce P EUC − W iN a new scheme that prevents user trace-
ability with minimal network disruption. P EUC − W iN
takes advantage of features derived from Mobile IP [16]
and utilizes cooperation between users in the same cover-
age area of an untrusted AP. The rest of the paper is orga-
nized as follows. Section II reviews related work. Section
III introduces the details of P EUC − W iN and section IV
provides its security analysis. Simulation results comparing
P EUC − W iN to other schemes are presented in Section
V while section VI gives the future directions and our con-
clusion.

2. Related Work

In [7] a scheme is introduced that uses frequent disposal
of the client’s interface identifiers to enhance location pri-
vacy. This scheme requires each user to use short-lived,
disposable MAC addresses generated by a hash chain on
a random seed. The user should re-associate with the AP
each time he wants to change his MAC address, thus getting
a new IP address alongside. It is shown that this scheme
reduces the time during which an adversary will be capa-
ble of tracking the location of a user based on his MAC
and IP addresses. Issues like duplicate address detection

1-4244-0773-7/06/$20.00 ©2006 IEEE

38



at the link layer are addressed and an ARP [17] based ap-
proach that does not reveal the relation between the old and
the new MAC address is proposed. An attack based on
signal strength collected at the physical layer at the AP is
considered and it is shown that it increases the probability
of tracking down a user. Attacks based on traffic analysis
alone or combined with signal strength are not considered.
As reassociation is required each time the MAC address is
changed, the scheme affects continuous user connectivity
as well as their throughput. In [8] a preliminary frame-
work and methodology for identifying, comparing and eval-
uating the significance of location privacy risks in wireless
networks is presented. A case study is conducted by ap-
plying the proposed methodology to IEEE802.11b WLAN
hotspots. Finally, research issues to address the identified
privacy challenges are discussed and a methodology con-
sisting of three major steps for doing that is proposed. The
first step is locating the user, the second is identifying the
users, and the third is data collection and correlation from
different entities. In the case study of IEEE802.11b WLAN
hotspots, it is shown that attacks on different layers of the
protocol stack could be used to identify and locate the user.
It is pointed out that the equipment necessary for carrying
such attacks are inexpensive and easily available. The au-
thors in [8] conclude stating that the multi-faced issue of lo-
cation privacy must be addressed through a variety of means
encompassing legislative, self-regulative and technological
approaches. A scheme that allows a user to take advantage
of location based services (LSB), while keeping his identity
and location hidden is proposed in [6]. All users send their
requests to the LSB server through a cloaking proxy. The
cloaking server will collect several requests from different
users originating within the same area and approximately at
the same time, and will issue one single request to the LSB
server. If K requests are cloaked under one common request
issued by the cloaking server, each of the users that has is-
sued a request will be part of a K anonymity set, i.e. will not
be identifiable within a set of K subjects. The area and the
time interval where requests are collected can be adjusted
to provide a minimum cardinality of the anonymity set, and
to be able to achieve different degrees of anonymity. Even
though a user pseudonym can be disposed, an attacker can
still trace a user based on several other information like the
user’s direction, his speed, his behavior, etc. The authors
in [9] identify and provide a solution to a new wireless lo-
cation privacy attack based on spatial and temporal charac-
teristics of transmitted messages. In a scenario like the one
described in [7] an eavesdropper E may be able to track a
user down, even though the user changes his pseudonym,
using correlation attacks based on the time it took the user
to switch to the new pseudonym, and the speed/direction the
user had before switching. To address this issue, The Silent
Period was introduced in [9]. The Silent Period is a vari-

able length transition period in which a user is not allowed
to disclose either the old or the new pseudonyms. Simu-
lation results show that traceability time is decreased by a
factor of 0.5 when using the silent period. In [20] an ad-
dressing scheme called Spatio-Temporal Addressing (STA)
for mobile ad hoc networks is proposed. STA takes advan-
tage of the latest improvement in location detection to avoid
duplicate addressing while minimizing the overhead that a
Duplicate Address Detection (DAD) protocol may imply.
In STA, a station computes its address as a function of its
position in the systems and the actual time. Using an injec-
tive function, as two stations cannot be in the same place at
the same time, duplicate addressing is not likely to happen.
Due to the accuracy limitation of location detection tech-
niques, duplicate addresses may occur. A DAD protocol
based on ARP is introduced to solve this problem. As du-
plicate addresses may only be assigned to stations that are
close to each other, the DAD protocol has to be executed
only locally, minimizing network disturbance. In [4] The
Mix Zone is used to take advantage of LBS while protect-
ing the location privacy of the users. A Mix Zone for a set
of users, is defined as a connected spatial region of maxi-
mum size in which none of those users has registered for an
application callback. If users change their addresses when
entering a Mix Zone, LBS providers will not be able to link
a user that previously entered the Mix Zone with one that is
coming out of it. The anonymity level of a user is function
of the number of users in the Mix Zone over a time inter-
val, and can used as a threshold to decide whether enough
anonymity is achieved to register for an application callback
or not.

3. PEUC-WiN

We use the following notation throughout our descrip-
tion. We define Ek(m) as the encryption with key k of mes-
sage m and Sk(m) as the signature with key k of message
m. We consider the scenario in which a group of K users
Gj = {u1, ..., uk} registered with the same access point
APj , considered to be malicious, cooperate with a Privacy
Enhancer (PE) to prevent APj from discovering their iden-
tities and tracking their locations over time. One PE can
separately manage several groups at the same time. A user
can move from one group to another, simply leaving the old
group and joining the new one. The adversary, i.e the AP ,
can listen to the incoming and outgoing traffic of all users.
Each user ui has a public/private key pair (PKui , SKui).
A group key GKGj is given to each user when he joins
a group and thus is known to all users in the same group.
Each user has also a permanent IP address IP ∗

i that will
not change as the user moves from one WLAN to another.
The PE has a public/private key pair (PKPE , SKPE)
and knows all the group keys of all the groups it man-
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ages. Moreover the PE and all users in Gj have a com-
mon hash function Hj(). Time is divided into slots of
variable length. During each time slot, each user uses an
(IP, MAC) pair chosen from a table Tj known to all users
in the same group (also given to a user when he joins the
group). If |Gj | = k, then the table will contain the pairs of
addresses (IP1,MAC1), ..., (IPk,MACk). Clearly, when
there’s only one user, Tbj will have only one pair and it
will not help the user to protect his privacy. Nevertheless,
as well as any other scheme PEUC − WiN is effective
only if the cardinality of the group inside the coverage area
of the malicious AP is larger than one. When a user ui en-
ters the coverage area of APj and acquires an IP address
IPi, a requests to register with IPi and MACi as his IP ad-
dress and MAC address respectively is sent to the PE. The
the following message is sent to the PE in order to join the
group Gj (the group inside the coverage area of APj):

EPKP E
(join||Gj ||IDi||IPi||MACi||TS||

SSKui
(join||Gj ||IDi||IPi||MACi||TS))

where Gj is the group identifier, IDi the user identity,
IPi and MACi the IP and MAC addresses of ui and TS
is a timestamp. The PE will answer with the following
message, to provide the the new user the group key:

EPKui
(join||Gj ||IDi||GKGj ||TS||

SSKP E
(join||Gj ||IDi||GKGj ||TS))

After verifying the signature and the timestamp of the
join message, the PE will add ui to the group Gj and will
add (IPi,MACi) to the table Tbj , increase Kj (the size
of the group) by one and send an update message to all the
users in the group Gj containing the updated table Tbj :

EGKGj
(update||Gj ||Kj ||Tbj ||Sj ||Tj ||TS||

SSKP E
(update||Gj ||Kj ||Tbj ||Sj ||Tj ||TS))

where Gj is the group identifier, Kj the size of the group
Gj , Tbj is the table of the address pairs (IP,MAC) in use
in Gj , Sj the seed used for calculating the hash chain and
TS is a timestamp.

When the cardinality of the group changes an update
message is sent to all users. This message will cause users
to reset their clocks, and to learn the necessary information
to properly synchronize with other users in the same group
and to be able to switch addresses at the same time (to a cer-
tain precision). At the beginning of a time slot t each user
ui ∈ Gj will compute Ht

j = Hj(Ht−1j) where H0
j = Sj

and will use the resulting value to compute the pair of ad-
dresses (IP, MAC) that he will use during that slot, as well
as the length of the slot. (Ht

j mod Kj)+i will be used as an
index in Tbj to retrieve the (IP, MAC) pair to be used. The
length of the time slot will be set to Tj + F (Ht

j), where F()
is a function that outputs a variable time interval that will be
used to prevent a timing attack based on the constant length
of time slots. This also ensures that no collisions will hap-
pen when changing address and hence no duplicate address
detection (DAD) protocol will be needed. Before ui ∈ Gj

moves away from the coverage area of APj , it sends the
following message to PE:

EPKP E
(leave||Gj ||IDi||IPi||MACi||TS||

SSKui
(leave||Gj ||IDi||IPi||MACi||TS))

This message will remove ui from Gj . After verify-
ing the signature and the timestamp, the PE will remove
(IPi,MACi) from Tbj , decrease Kj , compute a new seed
Sj and will send an update message to the users in Gj . To
deal with cases where a user suddenly leaves a group with-
out notifying the PE, perhaps due to a sudden shutdown,
the PE should keep timers for each user. The timer is re-
set each time a packet is received from that user. When the
timer expires, the PE will send a message to the user to
check whether it is still within the coverage area of APj or
not. If not, it will infer that the user has left and will send
an update message to all users in the group. Update mes-
sages are sent only when a user joins or leaves a group and
this happens infrequent. The average time that users remain
associated to a certain AP is about 20 minute [2]. As in Mo-
bile IP with reverse tunneling [16], [15], each user will com-
municate with the outside world through the PE which will
route traffic which originated from (or is destined to) the
user. To minimize network disruption, the PE will perform
all the necessary operations to allow a user to keep his TCP
connections running after an addresses change. Suppose
that a user ui ∈ Gj , who is using the pair (IPi,MACi),
wants to set up a TCP connection with a correspondent node
CN with IP address IPCN . ui will establish a TCP connec-
tion with the PE using IPi as the source IP address and the
PE will establish a TCP connection with CN using IP ∗

i

as source IP address. A datagram from ui to CN will be
sent from ui to the PE using IPi and IPPE as source and
destination addresses respectively. The PE will keep track
of all connections established with users of each group and
their communicating partners. It will be able to forward
the datagram to CN using IP ∗

i and IPCN as source and
destination addresses respectively. Datagrams from CN to
ui will follow the reverse path, that is, CN will send the
datagram to IP ∗

i , the PE will receive and will forward it
to ui using IPPE as source address and IPi as destination
address. Thus, the PE will act as a proxy for all communi-
cations. Moreover, a correspondent node will communicate
with ui using IP ∗

i therefore learning nothing about the ac-
tual subnetwork where ui is located. This is very similar to
the operations performed in Mobile IP. Suppose that at time
slot t ui ∈ Gj with (IPp,MACp) is communicating with a
correspondent node CNi and uh ∈ Gj with (IPq,MACq)
is communicating with a correspondent node CNh. The
following connection will be established:

1. (IPp, porta, IPPE , portb) from ui to the PE

2. (IPPE , portc, IPCNi
, portd) from the PE to CNi

3. (IPq, porte, IPPE , portb) from uh to the PE
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4. (IPPE , porte, IPCNh
, portf ) from the PE to CNh

The PE will forward traffic between connection 1 and con-
nection 2 to allow communication between ui and CNi and
will also forward traffic between connection 3 and connec-
tion 4 to allow communication between uh and CNh. Sup-
pose that at slot t + 1, ui is supposed to use (IPq,MACq)
while uh is supposed to use (IPp,MACp). The new set of
connections will be:

1. (IPq, porta, IPPE , portb) from ui to the PE

2. (IPPE , portc, IPCNi , portd) from the PE to CNi

3. (IPp, porte, IPPE , portb) from uh to the PE

4. (IPPE , porte, IPCNh
, portf ) from the PE to CNh

No connection will be torn down and no new connection
will be established. The PE will simply forward traffic be-
tween connections 1 and 2 and between connections 3 and
4 after switching IPp and IPq. While IP addresses change,
port numbers remain fixed because even though ui can eas-
ily compute the IP address IPt+1 it is going to use during
time slot t + 1, it might not be able to learn the port used
by the user that was using IPt+1 at time t. Assuming that
all communication are encrypted at the IP layer using IPsec
[1], an adversary cannot trace users by looking at ports num-
bers of TCP connections. In addition to changing the IP ad-
dresses of the connections, the PE must manage sequence
numbers, ack numbers and window sizes of each connec-
tion, in order to minimize network disruption.

4. Security Analysis

In our scheme, as well as in [7], physical layer attacks
on user privacy are not considered. This is based on the as-
sumption that the required equipment and technical knowl-
edge to perform such attacks are not as common and as the
ones needed to carry attacks on higher layers of the proto-
cols stack. Despite this assumption a determined powerful
adversary can use physical layer attacks to trace the loca-
tion of a certain user, even if location privacy schemes are
implemented in the upper layers of the protocol stack. An-
other problem with addressing attacks on the physical layer
is that it is very hard to combat such attacks without modify-
ing the underlying transmission technologies and standards
so that they take the issue of location privacy and security
into account. Using the schemes based on disposing MAC
and IP addresses, an adversary will not be able to track a
user’s communication if he relies on attacks on higher lay-
ers of the protocol stack (layer 2 and above). The degree of
anonymity that a user can have is proportional to the cardi-
nality of the group, the bigger it is, the higher the degree of
anonymity will be. The time interval during which a user

can be tracked is proportional to the minimum duration of
a time slot: small values will result in higher anonymity
but in more overhead caused by frequent switches of ad-
dresses, whereas large values will decrease the overhead but
will allow an adversary to track users for a longer time. In
our system the PE is responsible for adding and deleting
users, as well as sending update messages. As update mes-
sages are encrypted with a key known by all the users in a
group, previous group members can learn sensitive group
information such as it’s actual size and the random seed.
To avoid information leakage to previous group members, a
key distribution scheme such as [13] can be used in order to
achieve perfect forward secrecy. Nevertheless, key distribu-
tion schemes are beyond the scope of this paper. Because
we require users to register with the PE and log on to re-
ceive the necessary information to join a group, the possi-
bility of an attacker impersonating a member of a group is
not considered. If an attacker manages to join a group or
to compromise a member of a group, it will be possible to
know the sequence of addresses used by each group mem-
ber and to track them down. Other means, should be used
at registration time, to avoid impersonation attacks. Since
a connection to the PE could be identified by layer 3 ad-
dresses (e.g. source and destination IP addresses), an at-
tacker could still determine the affiliation of a certain user
to a certain group by observing the IP addresses in the pack-
ets sent by this user. To thwart this attack one possibility
might be to use a PE that jumps between several IP ad-
dresses based on the hash of a certain seed known to the
group members. Even though the pool of IP addresses that
the PE will use in this case will most likely belong to the
same organization and will all be located in the same net-
work, changing the IP address of the PE will prevent an
adversary from locating it with a fine granularity. This en-
hancement will be considered in future work. Another so-
lution could be to use onion routing mechanisms [18] to
prevent an attacker from identifying the destination of the
packets but the delay will increase in this case.

5. Performance Evaluation

An important issue that affects the performance of the
PE is the cardinality of the groups. More users will in-
crease the degree of anonymity but will also result in a
heavier load on the PE. Although this may seem prob-
lematic, we point out that the PE can be implemented as
a standalone server which has enough processing power to
perform the required tasks. To avoid having a single point
of failure in the system, one could replicate the functional-
ity of the PE among several servers. Techniques for ad-
dressing this issue are orthogonal to the design of the sys-
tem and already developed solutions for similar problems
in other fields, such as webservers and databases, could be
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Figure 1. Topology of the network used for simulation of PEUC − WiN .

used. Since the users in our scenarios are wireless, and
it is known that the performance of TCP is degraded any-
way in wireless environments because of high error rates
[5], UDP could be used for most traffic and the reliabil-
ity could be implemented at the application layer. Another
solution could be to tunnel TCP in UDP. This will mean
that the congestion control mechanisms in TCP have to be
turned off, which makes TCP only add the in order deliv-
ery, on top of the service provided by UDP. Because all
data follows the route from the user to the PE to the corre-
spondent node, the path from the WLAN where the group
is located and the PE might become a bottleneck. Also,
the performance can be affected by the triangular routing
problem between the PE, the WLAN and the correspon-
dent nodes. In the worst case a user will communicate with
a correspondent node inside the same WLAN, while the PE
is far away and connected through high delay links. Clearly,
anonymity cannot be achieved without paying a cost. In this
case performance degradation must be seen as a sacrifice for
increasing user privacy. Moreover, several PEs could be
deployed throughout the Internet to make sure that one PE
will be close enough to each of the WLANs from where a
user might want to use PEUC − WiN . In order to allow
users to change their IP addresses during a TCP connection,
a shim layer between the network layer and the MAC layer
can be used, as in [12].

Simulations of our scheme were performed using NC-
TUns 3.0 [19]. We resided to simulate the scheme instead
of implementing it because of a practical issue related the
IEEE802.11 cards available today. If a user ui switches to
(MACj , IPj) pair used by uj , the former will need to send
frames with a sequence number close to the last one used
by uj while he was using (MACj , IPj) pair. A user can
precompute which addresses he will switch to and listen to
sequence numbers of this address pair and record it, so that
when the switch occurs, he would use the proper sequence
number. One problem we encountered when trying to im-
plement this is that current wireless drivers do not allow the
user to select the sequence number used in the IEEE802.11

frame. Changing MAC address implies turning down the
network interface, assigning a new MAC address and turn-
ing it up again: the whole operation, depending on the pro-
cessor, operating system, interface drivers, might typically
take less than 200 msec. We measured the time it takes to
do this on several laptops running different Linux flavors.
On the other hand, the time to reassociate with the AP could
typically be between several hundred msec and two seconds
[10]. Thus it is evident that a scheme which requires re-
association each time an interface address is changed will
experience longer disruptions. Fig.1 shows the topology
for our simulations: five users within a WLAN are coop-
erating with the PE. To show the performance in different
settings, we consider communication with a correspondent
node (CN1) that has a low delay path between itself and the
PE as well as communication with a correspondent node
(CN2) that has a high delay path to the PE. We simulate
a TCP connection between a wireless user and a correspon-
dent node. Fig.2 compares the throughput of a normal user,
a user using the scheme proposed in [7] and a user using our
scheme. The graphs in Fig.2 (a), (b) and (c) correspond to
the communication with CN1 while (d), (e) and (f) corre-
spond to the communication with CN2. As shown in the re-
sults, a user who keeps his MAC and IP address achieves the
highest throughput (y-axis) but, on the other hand, has no
location privacy and can be easily traced. The scheme in [7]
improves user privacy but will force the user to reassiociate
periodically with the AP. More precisely, the user will have
to terminate his TCP connections, turn down his wireless
interface, change his MAC address, turn his interface up,
reassociate to get a new IP address and finally reestablish
the TCP connections going through new three way hand-
shakes and new slow start periods [11]. Our scheme forces
a user to change his MAC and IP address but does not re-
quire him to reassociate, nor to tear down/reestablish any
TCP connections. In the case of communication with CN2
the high delay of the path between PE and CN2 results
in a longer time for a connection to achieve its maximum
throughput.
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a) b) c)

d) e) f)

Figure 2. Average throughput of a normal user without any privacy mechanism (a ,d), of one using
the scheme in [7] (b, e) and of one using PEUC-WiN (c, f).

6. Conclusion and Future Work

In this paper we have introduced a new scheme to ad-
dress some of the privacy issues in IEEE802.11 based
WLANs. The proposed scheme relies on the collabora-
tion between users and a trusted third party which we
call the Privacy Enhancer (PE) to implement location pri-
vacy for these users and prevent their traceability. The
scheme causes minimal network disruption compared to
other schemes that have been proposed so far. Future work
will focus on developing a scheme that does not require the
presence of a trusted third party and in which one of the
users could act as the PE.
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