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Balancing security and privacy concerns with information sharing is a top
priority for corporations, law enforcement agencies, governments, and other
organizations. Secure pattern matching (SPM) addresses some of the challenges
faced in sharing and searching private data.

s more organizations and users adopt software

and computation as a service instead of building

their own computation infrastructures, the need

arises for secure solutions for sharing and search-
ing private data. Secure computation protocols, which
have attracted considerable attention, could provide a solu-
tion. Secure computation protocols generally allow two or
more distrusting parties to collectively perform computa-
tion that requires inputs from those parties and delivers
outputs to some, or all, of them.

Two properties must typically be guaranteed during
these protocols’ operation: correctness of the per-
formed computation, and privacy of parties’ inputs
and outputs. This article presents a case for the use
of secure pattern matching (SPM) in blindfolded data
search and describes several new techniques based
on SPM for securely searching data while guarantee-
ing both computational correctness and data privacy
protection.

THE NEED FOR BLINDFOLDED
DATA SEARCH

SPM allows an information requester to privately query
an information provider’s database, which retrieves the
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records matching the query pattern without revealing the
query or its results to the provider. At the same time, the
provider avoids revealing any information about its da-
tabase other than the matched records. We describe two
application domains in which SPM can be used to support
privacy-preserving data search.

Intelligence and data sharing in law
enforcement communities

In the past decade, the desire to share data with law
enforcement; state, local, and international governments;
and first responders has met resistance due to potential
privacy issues. For example, in May 2006, the European
Court of Justice ordered European airlines to stop sharing
passenger records with the US Department of Home-
land Security. Although the data requested was relatively
innocuous, it took two years to implement a new agree-
ment for sharing personal name records (PNRs), and
some privacy advocates in Europe still oppose sharing
data without stronger data privacy safeguards.! More dif-
ficult is sharing sensitive intelligence or law enforcement
data collected from federal programs with the tens of
thousands of state, local, and tribal governments within
the US.
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Balancing security con-
cerns with information sharing
remains a top priority for intel-
ligence and law enforcement
agencies. An effective solution Passenger manifest
must simultaneously provide m,
strong privacy protection and Bob
security while allowing access Rob
to the latest intelligence and Robert
law enforcement databases. (‘f—-/i;\')
SPM enables secure evaluation
of an expressive set of queries
to search such data. SPM solu-
tions include exact matching,
substring and approximate
matching, and range queries
for numerical data. Figure la
illustrates how SPM can support (a)
blindfolded search of a passen-
ger list for a variant of the name
“Rob.”

Airline

the Internet.

Patient

“ FBI sends masked query to airline via

@ Airline responds and the two participate
in a secure search protocol.

@ FrBllearns only the matching passengers, e
without revealing the suspect.

Government
o Suspect
“Rob’,
“Robert”
Doctor

Medical and health data
sharing

To implement the data shar-
ing requirements in the Health
Insurance Portability and Ac-
countability Act of 1996 (HIPAA),
the US Department of Health &

Human Services established
the “Standards for Privacy of
Individually Identifiable Health
Information.” These standards
address the use and disclosure
of individuals’ health informa- © True is returned. @ is present.
tion by heathcare providers, as (b)

well as standards for individuals’

to the cloud.

genome stored on the cloud.

o Patient uploads his masked genome

@ Patient authorizes doctor to search the

@ Doctor searches for the pattern @ in
patient’s genome—via the cloud.

4

[True / False]

rights to understand and control
how their health information is
used. Such standards aim to
ensure that individuals’ health
information is properly protected while allowing the flow
of health information needed to provide and promote high-
quality healthcare.

SPM can be used to protect such personal health in-
formation while allowing doctors, hospitals, and other
health organizations to use it in medical care. Consider,
as an example, secure and private search of personal
DNA sequences.? Preventing leakage of an individual’s
DNA sequencing data is obviously important; among
other things, such information might indicate pre-
exposure to certain health risks that could cause insur-
ance providers to deny coverage or increase premiums.
Figure 1b shows how a doctor might use blindfolded data

Figure 1. Examples of blindfolded data search. (a) The US Federal Bureau of Investigation pri-
vately examines a passenger list for a suspect with a variant of the name “Rob.” (b) A patient
visits a doctor who privately examines his genome for treatment.

search to test a patient’s genome for a specific disease-
causing mutation.

BACKGROUND

Pattern matching is fundamental to computer science.
Application areas include database search, networking,
security, and, recently, bioinformatics and DNA analysis.>
Pattern-matching research has resulted in several efficient
algorithms and approaches to solving the insecure variants
thereof, none of which guarantee the secrecy of the input.>*
Nonetheless, no single algorithm performs well in all cases,
is sufficiently fast, uses memory efficiently, and can handle
exact matches, approximate matches, and wildcards.
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The pattern-matching problem

The most common interpretation of the pattern-matching
problem is, given an alphabet ¥ and a text T € Y, the exact
pattern-matching decision problem requires the user to
decide if a pattern appears at all in the string.

For the exact pattern-matching search problem, the re-
quirement is to find all indices i of T (if any) where P occurs
as a substring. If T; denotes the m-character substring of T
starting at position i, the output should be the set {i ‘f = P}.

Throughout the article, we use DNA as our alphabet—that
is, ¥ = {4, C, G, T}—to simplify illustrations. Several gen-
eralizations of the exact matching problem exist.

In single-character wildcard pattern matching, a special
character, * ¢ ¥, represents a wildcard that is not part of
the alphabet and could match any single character of the
alphabet. This special character might repeat several times
in a pattern P. The output in this case should also be the
set of indices {i\Ti = P} . Using such a wildcard character
lets users specify one pattern that could match several se-
quences of characters. For example, the pattern TA* would
match any of the following words in a text: TAA, TAC, TAG,
and TAT.

In substring pattern matching (sometimes called approxi-
mate or threshold pattern matching), a parameter k < m is
fixed. A match for P is found whenever there exists in T
an m-length string that differs in m — k characters from P
(that is, has Hamming distance m — k from P). For example,
for the pattern TAC, m = 3.If k = 2, any of the following
words would match (* indicates that any character from the
alphabet could be substituted): *AC, T*C, or TA*. Substring
matching will also capture results from single-character
wildcard matching—for example, a substring matching
with the pattern TAC and k = 2 will also capture all occur-
rences of TA*.

Security and adversary models

A protocol that performs SPM on a text T held by a server
and using a pattern P held by a client can be defined as
an interactive two-party protocol. Such protocols typically
assume that both parties are probabilistic polynomial time
algorithms. The view of a party in this interactive protocol
is defined as its private input and its private randomness
as well as the protocol transcript.

SPM’s informal security requirements dictate that the
party holding the text learns only the upper bound on the
pattern length, while the party holding the pattern receives
a binary (yes/no) answer for the decision problem or the
matching positions (if any), but nothing else.

Cryptographers typically demonstrate the security of
secure computation protocols, and thus SPM, using the
ideal/real-world simulation paradigm. To prove security
using this paradigm, one imagines what properties a pro-
tocol should have in an ideal world. In this ideal world, all
parties send their input to a trusted third party (also called
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ideal functionality) that computes the functionality in ques-
tion and returns the output to each party. The trusted third
party is assumed to be incorruptible, so by definition the
ideal world is secure. An adversary cannot influence the
inputs of any parties other than the ones it corrupts, nor
can it learn the outputs of any other parties. A protocol is
considered secure if its views are similar to those in the
corresponding ideal world.

Protocol designers must consider several adversary
models when constructing secure protocols using the ideal/
real-world simulation paradigm.

Honest-but-curious (HBC) adversaries do not deviate
from the steps prescribed by the protocol specifications.
Such adversaries might try to violate the other party’s
privacy by storing exchanged messages, snooping on mes-
sages, or trying to analyze whatever data they receive to
infer more information than they are supposed to. Such
adversaries are often called passive or semi-honest ad-
versaries, because they passively listen to messages and
try to violate privacy and confidentiality but do not ac-
tively modify, fabricate, or delete messages to launch active
attacks.

Malicious adversaries launch different types of passive
and active attacks but do not fear being caught cheating.
They might deviate arbitrarily from the prescribed protocol
and do not necessarily perform their computations cor-
rectly. They might send garbage or inconsistent data, and
even replay messages. Malicious adversaries typically are
not stealthy—that is, they are not trying to hide the fact
that they cheat. Protecting against malicious adversaries
provides a strong level of security, but it usually requires
using expensive cryptographic primitives such as zero-
knowledge proofs and commitment schemes.

Other models capture adversaries that are more power-
ful than HBC but less powerful than malicious adversaries.
Covert adversaries, for example, might deviate arbitrarily
from the protocol specification in an attempt to cheat, but
they do not wish to be caught.®

SPM PROTOCOLS

Table 1 compares the primary features of several re-
cently developed SPM protocols. Recall that the secure
exact pattern-matching setting consists of a server holding
text T e ¥"and a client holding Pe Y. We let T, represent
the m-length substring rooted at position 7 of the text. Fur-
ther, the wildcard pattern-matching problem allows an
additional wildcard character, denoted as *.

Integer comparison-based pattern-matching
protocols

Carmit Hazay and Tomas Toft present protocols that
are secure against malicious adversaries and can compute
variants of the pattern-matching problem.® Their proto-
cols’ security is based on the security of (additive) ElIGamal



Table 1. COmparison of secure pattern-matching (SPM) protocols.

Integer O(mnk?) O(mnk?) O(mnk?) log? k)
comparison-based

pattern matching

Fast Fourier O((n+m)k’)  O((n+m)k?)  O(mnk? log? k)
transform (FFT)-
based pattern

matching

Matrix
multiplication-
based pattern
matching

O((n+m)k?)  O((n +m)k?) O(mnk?) log? k)

Garbled circuit-
based text
processing

O(mk?) O((n + m)k?)

O(n + mk log? k)

Malicious
models/honest-
but-curious
model

O(mnk log k) o(1)

o(1) Malicious
models/honest-
but-curious

model

O(mnk log k) Yes

Malicious
models/honest-
but-curious
model

One-sided
simulation/
honest-but-
curious model

O(mnk log k) o(1) Yes

O((n + m)k log? k) o(1) No

Note: the comparison assumes that the protocols requiring public-key operations use ElGamal encryption with a k-bit security parameter.

encryption, a well-known and vetted cryptosystem. Hazay
and Toft offer three protocols, each solving a specific vari-
ant of the pattern-matching problem.

The first two protocols use a function h(x) to convert the
pattern, and each of the m-length substrings of text, into
an encryption of a single integer. They then compare these
integers obliviously. Each protocol can support alphabets of
any size, and without loss of generality we assume that the
alphabet is a subset of the integers. Thus, each substring is
encoded as a base [3| integer. That is,

h(x)= Y x,#Z[ .

i=0

For exact matching, the client encodes the pattern as

P=E(3] Rzl

and the server computes for each T,

T/= dzl”vmm

Both protocols then compare P to each T, to identify a
match. They can make this comparison using the homomor-
phic properties of (additive) ElGamal encryption. For all 7,
the two parties compute (P’)"' #T, which is an encryption
of 0 if and only if the two are equal. They then jointly check,
in zero knowledge, if this is indeed an encryption of 0, and
thus a matching position in T. Figure 2a illustrates this pro-
cess. To ensure correctness under a malicious adversary,
both parties perform all computations. Further, the par-
ties use zero-knowledge proofs to verify the correctness of

each other’s inputs and computation. The exact matching
protocol requires O(n + m) cryptographic computation and
communication.

Hazay and Toft also present a slightly modified proto-
col to handle wildcard matching.® Wildcards in the pattern
will be selectively removed before they are encoded as in
the previous two protocols. The client replaces wildcard
characters (*) in the pattern with 0, and sends an m-length
vector of encrypted bits—the selection vector—to “select” the
nonwildcard characters from each T, . Thus, the client sends

[ EOif B=%
i E(1) otherwise

The server verifies this vector and returns the encrypted
text T. The client then computes, verifies, and randomizes
for the ith position of the jth T;:

T _Tsv

ij J+i-1"

Again, due to the homomorphism, any character paired
against a wildcard in the pattern is an encryption of 0, as
is the wildcard. With wildcards removed, the protocol con-
tinues as before, computing

P=E(3] Rzl

and

Tf = E(Z j=0 A”'J

Figure 2b illustrates this process on a small DNA string.

2.
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Client Server Encoded text
Input Cmput ) [210T3]3T0]1]3]
= First length 4 substring
T G
> &8 | 29
Encoded pattern = &=
01
, '-% A o »(E)
h > &
Encoding
Character | Value C T [3[3]0f1] “ ﬂ
0
g ; 213 > S
T 3
T 1 T3]
| 3 213
o -
> @
A ey o substring
@ Match occurs when an encryption of 0 is found C P Nosubstring
|I| Encryption of message x
Encryption input
@ Public coding function T P No substring
h(x)=Y a,*b' =a,+a,*4+a,*4'+qa,*4
(@ - J
(lient Server Encoded text
Input Selection vector Input [3T1T4T4]1T2]4]
[1[1]1]0} E First length 4 substring
T 6
-
Encoded pattern pL i [ifof@[3]1]4]0]
01
A A [1]aT4]1] 0
h ®
pl i1 Jo]@&@[1]4]4]0]
Encoding
Character | Value C T h
A1 213 p T T[]0 4] 110]
G 3
T 4 T T (h ] 49 |
. 4
\ ) pli[[rJo]&@[4]1T2]0]
A > Nosubstring N 25
Match occurs when a matching encryption is found
as in the exact protocol
C — VR
[X] Encryption of message x
@ Encryption input
@ Public coding function T P o substring
h(x) =Y x,*b'=x,+x,5+x,5" + x5
(b) -

Figure 2. Secure pattern matching (SPM) of client queries using (a) Carmit Hazay and Tomas Toft’s exact matching protocol (TACT)
and (b) wildcard matching (TAC*). The server’s text remains “GATTACT” with a single match in both cases.
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For every possible matching position in the text, the
protocol performs O(m) cryptographic operations to remove
the wildcards. This results in an overall complexity of
O(nm) communication and computation.

The final protocol securely computes the secure ap-
proximate matching problem, for bit strings only, in O(nm)
computation and communication. This limitation can
severely affect its practical applications (a pattern in an
encoded binary string does not necessarily correspond
to a pattern in the original text). The protocol relies on se-
curely computing the Hamming distance of P and each
T,. A match is found if this distance is above a specified
threshold t. As before, the server sends the encrypted text
as T, = E(t). The client computes and sends for the ith posi-
tion of the jth substring:

II — Tk
ivj_Tjﬂ‘:l .

Effectively, this is an encryption of P, A T, , . They both
then compute X, =T, *P=2Il, which is the encryption

of P.® T, . or the Hamming distance in binary.

Fast Fourier transform-based protocols

Damien Vergnaud solved the pattern-matching prob-
lem using the fast Fourier transform (FFT).” He showed
that you can use an FFT algorithm to quickly compute
sums of products of entries in a vector. Vergnaud derived
protocols for exact, approximate, and wildcard match-
ing.” His wildcard-matching protocol runs with O(nlog(m))
exponentiations, O(nm) multiplications, and O(n)
communication. It first maps wildcards in the text and
pattern to 0 and every other character to a positive inte-
ger, as in the integer comparison-based protocols. Next,
the protocol solves for the sum of squared error between
the pattern and each possible matching substring of the
text.

Both parties securely compute V,e [n — m + 1]:

R LENE

M=

3 2 2
Pj *T. _—2Pj # T,

i+j i+j-1

+P_'/.*T3

i+j-1 .

<
X

Note thatif Por T, , , is a wildcard, the jth term in the sum
will always be 0. Similarly, if P, = T, , . the jth term is also
0. Thus the entire sum evaluates to 0 if and only if the pat-
tern matches the ith substring—that is, the error between
strings is O.

We can compute all of these sums securely in O(n log m)
using a protocol that securely computes polynomial mul-
tiplication via convolution (FFT). To demonstrate this
technique, we look at the first term in the sum Pf Bl -
We treat each P’ as a coefficient of an m-degree poly-
nomial A(x). Similarly, we let ¢, be the coefficient of an
n-degree polynomial B(x). If we can quickly determine the

coefficients of A(x)B(x), we can calculate ij * TjVi, J. Using
these values, we easily compute the appropriate terms in
the sum. We can compute the other two terms similarly.
Vergnaud gives an in-depth explanation of polynomial
multiplication using FFT and describes a protocol that
is secure in the presence of malicious adversaries.” This
protocol also relies on the security of (additive) ElGamal
encryption.

Matrix multiplication-based pattern-matching
protocols

Joshua Baron and his colleagues construct a two-party
protocol, 5PM, that can securely calculate the exact, wild-
card, and approximate pattern-matching problems for any
alphabet.® The protocol is secure against a malicious adver-
sary provided that the underlying homomorphic encryption
scheme is semantically secure. The crux of the protocol
is a reduction from pattern matching to a non-FFT-based
matrix multiplication. The algorithm requires O(nm)
cryptographic operations and O(n + m) communication.
This is the only protocol described here that has an accom-
panying implementation written in C++

The 5PM protocol first preprocesses the pattern to
obtain a character delay vector (CDV) for each letter in the
alphabet. It uses these CDVs to compute, for each character
in the text, where a matching pattern might end. A counter
at this computed location is incremented. If a match occurs
in the text, all m characters in the matching 7; would have
caused the counter to increment. Thus, if at the end of the
protocol any counter equals m, a match exists.

Without cryptographic machinery to guarantee secu-
rity, the algorithm is as follows. For each character in the
alphabet, the algorithm creates and initializes an m-length
CDV to all 0s. Next, for each character P, in the pattern, a
1 is set in the corresponding CDV, indicating a possible
ending m — icharacters away. Thatis, i CDV (P)[m - i] = 1.
Observe that for all CDVs and all 7, the ith position is 1 in
exactly one CDV. Next, the activation vector (AV), a length
n array of counters, is created and initialized to O element
wise. The activation vector is then computed as

Vie [1.n],je [1.m] AV[i + jl = CDV(T)[j] + AV[i + j].

Finally, we output i if AV[i] = m. Figure 3 shows CDVs
for the pattern TACT. We can easily extend the algorithm
to handle wildcard pattern matching. Upon CDV creation,
wildcard characters are simply skipped, and no corre-
sponding CDV is created. Further, in the final matching
phase, we check AV[i] against m — k, where k is the number
of wildcards in the pattern.

We can compute the same algorithm using a com-
bination of three linear operators, equivalent to matrix
multiplication. Briefly, ColSum(M) computes the sum of
each column and stores the result in a length n vector.
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Character delay vestor (CDV)

for pattern TACT
Character | Delay (Ol
A 1 {0,0,1,04
C 2 {0,1,0,04
G 3 {0,0,0,04
T 4 {1,001}

Match occurs when 4 is found in the AV

Server Activation vector (AV)
Input [oJoJoJoJoJoJoJoJoJo]
gk
6 [0fofoJo]
/ 1]
[oJoJoJoJoJoJoJoJoJo]
E
/A —>[ 0] 0] 1]0]
[[]
[oJoJof1ToJoJoJoJoJo]
g
T [1ToJof]
Vol 0
[oJol1[1TofrJofoJoJo]
o
= [1Tofof1]
]
[oJol1J2Jofv]1]oJo]o]
N\ ¥
A [0of1]0]
[[]
\ [oJol1[2fof7]2]0]Jo]0]
i
C B[ 0[1J0]0]
\ 00
[oJol1J2Tof7]3]0]o]0]
i
T P 1]0f0]1]
[[]
-

0JO0J1]2]J0J1Q4)J0f0]1
Final resulting activation vector (AV)

Figure 3. Character delay vectors (CDVs) for the pattern TACT and their application to

the activation vector (AV) during processing.

Cut(M) removes both the left m columns and the right m
columns. Stretch(M) shifts the ith row of M right i columns,
and places 0 in empty locations. The resulting matrix has
an extran columns, as Figure 4 illustrates. A more detailed

explanation of these operations is avail-
able elsewhere.®

To use these operators, we first
transform the text into a binary n x
2| matrix M, such that MG, T) = 1.
Essentially, each row in M, encodes a 1
in the location corresponding to the
correct letter in Y. We also encode the
CDVs as a matrix by concatenating
each CDV together. We then calcu-
late the matrix M, = corresponding
to a copy of the appropriate CDV in
row i for each text position T, This
is a simple multiplication problem,
M =M *M We then stretch

HCDV) cpv*®
M to center the ith CDV at position

HCDV)

@, 1('). F)inally, we compute the activation
vector by cutting the extraneous rows
where a match cannot occur and sum-
ming the columns to calculate the
counter at each position i. In other words,
AV = ColSum(Cut(Stretch(M «con))- AS
before, iis returned if AV [i] = m.

Using this construction, creating a
secure protocol is straightforward. The
server computes and sends an encryp-
tion of its text matrix M,, and the client
computes and sends an encryption of
the CDV matrix M ,. Using an additive
homomorphic encryption scheme, both

the server and the client compute an encryption of the
activation vector as E(AV) = ColSum(Cut(Stretch(M
which, due to linearity of matrix multiplication, is comput-
able if either M, or M, is encrypted. The two parties then

t(CDV)»)’

MT
nxx

MCDV
XXm

T(CDV)
nxm
1.1 1.2 1,m
1 2,2 2,m Stretch
Vn,Z Vn,m
0
ColSum v
—> [1...1]-
Vn—1,2
0 v,

M

= (v, +..+v,)..]

MT(CDV)

nxmn+m-1)

" Vi 0 '

VZ,Z VZ,m
0

1]‘n‘m—l Vn,m

0 0 0 0 |
Vom O Vy m

’ Vn—l,Z

0 v, ]

Figure 4. Insecure pattern matching expressed as linear matrix and vector operations.®
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subtract m from each element in E(AV) and jointly test for
an encryption of 0, indicating a match. Baron and his col-
leagues include variants of this idea secure against HBC and
malicious adversaries.?

Garbled circuit-based text-processing
protocols

Some applications might require additional text process-
ing after identifying a match. In this setting, the server and
client will perform a secure protocol in which the client
learns a function f(P, T, i) for indices i, where the pattern
matches P=T,. Jonathan Katz and Lior Malka? developed
a protocol to securely compute this functionality by rely-
ing on two cryptographic primitives: keyword search and
garbled circuits.” Keyword search lets a client query for
matching keywords from a server’s database, returning an
arbitrary payload when there is a match. Garbled circuits
allow for arbitrary secure function evaluation via Boolean
circuits but require computation linear in the number of
gates in the circuit.

Katz and Malka use keyword search to solve the exact
pattern-matching problem, and garbled circuits to compute
the generic functionality f on the matched results. When
solving the exact pattern-matching problem, they require
the pattern P to be a query and each T, to be a keyword.
By customizing the payload of the servers’ keywords, they
can transmit information allowing the client to securely
compute f(T,,i,P). Various information could be sent for
specific functions; however, Katz and Malka observe that,
in most cases, fis small enough to be easily computed using
Yao’s garbled circuits.’ First, the server transmits u garbled
circuits to the client, u being an upper bound on the number
of matches of P in T. Next, the server sets the payload for
each keyword T, to the keys corresponding to its input of
f(T;;1). In this way, the client can add its input, P, and se-
curely compute f for each match.

The protocol’s novelty is its ability to quickly compute
a large class of text-processing functions while remaining
efficient. The protocol runs in O(n + m) exponentiations for
the keyword search phase, and with O(u) gates. To secure
circuits against HBC adversaries, each gate requires several
symmetric key operations.

Still, while powerful, the protocol has limitations. Pri-
marily, it does not provide full security against malicious
adversaries. In addition, it cannot handle substring or wild-
card pattern matching (although inefficient extensions exist).
In addition, for efficient preprocessing of most circuits, the
server must know the value of m before meeting with a client.

espite the recent focus on SPM protocols, several
problems remain. First, of all the SPM protocols, only
5PM has been implemented, so we know little about
their concrete timing and memory requirements. Such anal-
ysis is critical in assessing these protocols’ applicability to

real-life scenarios. Second, most SPM protocols are designed
for either the HBC adversary model or the malicious adver-
sary model. To the best of our knowledge, no SPM protocols
target other adversary models, such as covert adversaries.
Third, given that multimedia and images constitute a sig-
nificant fraction of today’s (and future) data, it is natural to
ask whether we can devise more efficient SPM protocols for
multidimensional data (for example, biological data such
as proteins that might require matching in multiple dimen-
sions) instead of adopting protocols designed for 1D data.
Finally, with the recent emphasis on streaming and big data,
secure generic pattern matching must operate efficiently
on large amounts of streaming data with constant memory
and reasonable processing and timing constraints. This area
remains largely unexplored.
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