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Abstract. Mixnets are a fundamental privacy enhancing technology in
the context of anonymous communication that have been extensively
studied in terms of a Global passive Adversary (GPA). However a more
realistic adversary that captures only a portion of the network have not
yet been studied. We call these adversaries “Adversaries with Partial
Visibility (APV)” In this paper we provide a framework that models the
mixnet-based system and captures different types of Adversaries with
Partial Visibility. Each adversary is modeled based on their goals, prior
knowledge, and capabilities. We then use this model to perform traffic
analysis using the Metropolis-Hastings algorithm in conjunction with a
Bayesian inference engine. To the best of our knowledge this is the first
time such an adversary is explicitly defined and studied, despite this
adversary model being championed as more realistic than global passive
adversaries in prior work. We highlight that our framework is flexible
and able to encompass a broad range of different adversaries. Naturally,
our model also captures the classical global passive adversary (GPA) as
a special case.

Keywords: Mixnet, Local Adversary, Partial Visibility, Metropolis-Hastings

1 Introduction

The notion of a mixnet was first invented by Chaum [2]. Mixnets were designed
specifically to resist an adversary with a global view who can observe all inputs
and outputs in the network. Resisting such adversaries is achieved via the mixing
strategy where each mix does not output messages immediately upon receiving
them. Instead, a mix stores messages for some amount of time before sending
them to either another mix or to a recipient. This technique hides correlations
between the inputs and outputs which therefore makes mixnets resilient against
a Global Passive Adversary (GPA). Currently, there is a large literature that
exists that utilizes simulations and empirical evaluation in order to quantify
anonymity under such a powerful adversary for generic mixnets [13,1].
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However, adversaries with such full visibility are of questionable practical
utility, since in practice even very powerful adversaries may have blind spots
in their network coverage [16]. The literature currently lacks methods to model
and analyze anonymity properties with respect to an adversary who has partial
visibility of the network, such an adversary (such as Iran or Russia surveillance
operations) that can only control mixes within their jurisdiction. One challenge
in evaluating anonymity under such an adversary is that their advantages in
inferring information about messages in a network vary greatly depending on
which portions of the network they have visibility over. Deriving, analytically, the
probability of an event when considering such an adversary requires conditional
probabilities based on the different assumptions of the portions of the network
that they can or cannot see. Even a simple network results in an explosion in
complexity from the derivation of such probabilities.

To address this problem, we first provide a general and flexible matrix-based
mixnet model that captures different mixnet configurations, then we model ad-
versaries based on their goals, priors, and capabilities. By performing this, we
retrieve two sets of data: an Observation O and a Hidden State HS. The O is
the part of the trace the adversary has visibility over and the HS is the part
of the trace the adversary lacks visibility over. Finally, we use this modeling
to perform mixnet traffic analysis under an APV. The main strength of this
framework is that it is able to capture a broad range of adversaries. We develop
and implement a Bayesian inference engine which takes an APV and a network
configuration as input. The inference engine then uses the Metropolis Hastings
to estimate the distribution over possible traces.

In summary, our main contributions are as follows:

— A matrix-based mixnet model that is able to capture different mixnet con-
figuration such as different topologies and mixing strategies.

— A model for an Adversary with Partial Visibility (APV) that can be captured
by the matrix-based mixnet model. This model can be used in conjunction
with Bayesian inference techniques to perform traffic analysis attacks. To the
best of our knowledge such a general adversary model has not been studied
in mixnets before.

— A traffic analysis framework that uses the Metropolis-Hastings algorithm to
evaluate anonymity under different APV's.

2 Motivation and Related Work

In this section we present our motivation and related work. First, we discuss
Adversaries with Partial Visibility in the context of mixnets. Second, we discuss
our decision to choose the Metropolis—Hastings algorithm for traffic analysis.

Adversaries with Partial Visibility: Since Chaum’s seminal work on
untraceable email [2], there has been considerable research exploring and un-
derstanding the design space of mixnets [14,18,12,5]. However, most of this
literature assumes a very strong notion of the adversary, called a Global Passive
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Adversary (GPA), which observes the entire network. In [16], Syverson argues
that a GPA is unrealistic and does not reflect the real anonymity of a sys-
tem. Starting from adversary models that are not reasonable in practice has
contributed to the lack of wide-spread adoption of anonymous communication
systems. Syverson argues that in security analysis, most adversaries are subject
to some constraints on their capabilities such as having a partial view of a net-
work [16]. An adversary’s ability to execute a successful attack is dependent on
the adversary’s available resources and their effectiveness. In other words, the
measure of an adversary’s ability to succeed must include the resources it will
take them to learn enough information to link relations.

In [8], Gallagher et al. have argued for the need for new adversary ontologies
that could better model real-world adversaries by outlining the limitations of
the adversaries that are commonly used in academic literature, such as Global
Passive Adversary. A GPA is unrealistic in real world scenarios where the mixnet
system spans multiple administrative domains (e.g., different autonomous sys-
tems) in several countries. In fact, considering such an unnecessarily strong ad-
versary may hinder exploring and curtail the development of mixnet designs
that can scale better and provide adequate and meaningful privacy in the real
world [13].

Traffic Analysis in Mixnets: Multiple variants of traffic analysis attacks
in mixnets do exist in the literature [3, 10, 15,11]. However the focus has been
on the edges of mixnets where messages are sent and received and therefore
the adversary does traffic analysis on the patterns of these messages in order to
correlate for example a sender to a receiver. These attacks do not capture an ad-
versary that is also able to corrupt or monitor a portion of the network in order
to de-anonymize the sender and receiver. Traffic analysis by an Adversary with
Partial Visibility (APV) over the network is a hard task as it requires consid-
eration of prior knowledge of the adversary as well as the different assumptions
for the parts of the network that the adversary does not have visibility over.
In [6], the authors argue that at the heart of traffic analysis lies an inference
problem. Therefore applying Bayesian techniques provides a sound framework
on which to build attacks and algorithms to estimate different quantities. Their
main contribution is introducing the application of Bayesian inference to traffic
analysis. The Metropolis—Hastings algorithm is a well known method for obtain-
ing a sequence of random samples where direct sampling is difficult [9]. In order
to estimate a function of the mapping between input and output messages of the
network, they build an inference engine that samples from the distribution of
network states that a set of given observations allow. However, this model only
models global passive adversaries [6].

One of the key contributions of our work is to extend this bayesian-based
framework in conjuction with Metropolis Hastings in order to analyse Adver-
saries with Partial Visibility. This encompasses a much wider set of adversaries
than the Global Passive Adversary considered in prior work [17, 6].
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3 Adversary Model

In this paper we provide a method that solves the problem of traffic analysis
under an Adversary with Partial Visibility (APV). In a nutshell the problem
is presented as follows: The adversary APV has a prior knowledge about the
mixnet-based system. An APV observes the network over some time interval ¢
and produces an observation O. Given the prior knowledge on the system model
as well as the observation O, the adversary tries to infer the probability of certain
events that happened either partially or entirely outside of her visibility during
the time ¢. We call the parts of the network trace that the adversary does not
have visibility over a Hidden State HS. Table 1 provides a handy reference for
all the notations used in this paper.

One of our objectives for solving this problem is to make the adversary model
as general as possible in order to accommodate different types of adversaries. We
therefore start by modeling the three major aspects of any adversary: (i) Goal,
(ii) Prior and (iii) Capability:

Goal: The adversary chooses a goal. For example an adversary’s goal can be
to infer the probability of a sender s; communicating with receiver r; (Pr(s; —
r;]), or correlating a specific input ¢; to an output o; (Pr[i; — o,]). Note that
in the first example, the adversary needs to track all messages from s; to r;j,
however in the second example the adversary is only interested in correlating i;
with 0.

Prior: Depending on the system model, different adversaries can have differ-
ent sets of prior knowledge. One could imagine a system that have different paths
lengths for each message or different constraints on users in choosing the route
(for example users in certain geographical locations are more likely to route their
messages through nodes in adjacent areas). We use C for the system constraints.
This type of information is encoded in the prior knowledge of the adversary.
To be more formal we assume that an abstract system consists of an Observa-
tions O and a Hidden State HS. We therefore assign a joint probability given
the constraints C, Pr[HS,O | C]. We further elaborate how to incorporate the
joint probability in our framework in section 5.

Capability: In order to achieve its goals, the adversary does traffic analysis
by making use of its Compromising and/or Monitoring capabilities. Monitoring
the network means that the adversary is monitoring the connections between
different physical entities of the network either throughout some portion of the
network or throughout the entire network in the case of a GPA. A physical entity
in the network can be either a mix p or a user u. We call this an inter-entity
connection. An ISP is one example of an adversary that can see inter-entity
connections and use this data for traffic analysis. The adversary is also able to
compromise. Compromising a mix means this adversary has the capability of
seeing inside a mix. One real world example of an adversary that can see inner-
mix maappings is one that can add mixes to a volunteer-based network [7].
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4 A Matrix-based Model of a Mix Network

In this section, we describe our model for a matrix-based mix network. As ex-
plained in the previous section, the APV is trying to estimate the probability
distribution of the Hidden State HS given their Observation O and the prior
knowledge about the system constraints C. We therefore need to provide a model
for the mixnet system that encompasses the adversary’s constraints C and parti-
tions the message trace (defined next) into an Observation O and Hidden State

HS.

4.1 Trace Graph: A graph derived from the message trace

A trace, which is the full set of messages traversing the network during a time ¢,
is represented by HS and®. We now describe how to derive a graph (V, &) from
a trace, where V is the set of vertices in the graph and £ is the set of edges. The
purpose of this graph is to split each message path into segments so that we can
differentiate between the parts of each path that an adversary can see and the
parts that they cannot see. We start by defining a path, and then show how to
model each path as a graph.

Definition 1 (Path). A path, P = (s;, i1, .., ftn, 7j) = {€1,-.€nt2}, is an or-
dered set of entities, users and mizes, that describes the path of the message from
the sender s; to the receiver r; (n: length of the message path).

If P; is the ith path, then as it goes through mix u;, we will denote its input
vertex in this mix as v; 1(;) and its output vertex as v; o(u;). We will denote
the vertex associated with the path’s sender as (v;(s)) and the vertex associated
with the path’s receiver as (v;(r)).

Definition 2 (Path Graph). Let P; = (s, i1, .., fin,T) be a path. A path graph
is a set of vertices V and a set of edges £. A vertex represents (i) the sender
of the message (vi(s)) of the corresponding path, (i) the input/output of the
message to/from the different mizes, v; 1(p;), vi,o(p;) and (i) the recipient
of the message (vi(r)). An edge is the connections between two vertices of the
network, which can be between two entities (either a mix or a user) or between
an input vertices and an output vertices of each miz.

Note that a vertices in the network is not just a physical point of entry of the
message. It is rather a representation of time in the graph. For example if a
message m arrives to mix g at t; = 1 and a message meo arrives to p at time
to = 2, we assign different vertices in the mix to the different messages. Figure 1b
shows a simple example of modeling a portion of the path and its relationship
to the mix by vertices and edges.

Definition 3 (Trace). Let M be a set of messages sent through the miznet.
For message m € M, let Py, be the path of m. A trace TR = {P,, :m € M} is
the set of paths of all messages sent through the network during time interval t,
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in other words, a trace is the full set of paths that occur in a network during a
time interval t.

Definition 4 (Trace Graph). Let M be the set of messages sent across the
network during time interval t and let TR = {P,, : m € M} be a trace of a
network in that time interval. Let Gp be the Path graph of path P. The Trace
Graph, Grr = {Gp : P € TR} is the set of Path Graphs associated with paths
nTR.

We model the Trace Graph as a set of adjacency matrices.

Definition 5 (Adjacency Matrix). Let G = (V,€) be a graph, where V is
the set of vertices and & is the set of edges. Then an adjacency matrix Mz is a
matriz with |V| columns and |V| rows, where row i and column i are both labeled
by vertex v; € V, fori € [1,|V|]. Element (i,j) of Mx is 1 if the edge (v;,v;) € €
and O otherwise.

Each adjacency matrix will be associated with a subgraph of the Trace Graph,
Grpr. We identify two types of subgraphs in the Trace Graph. The first type is
an inner-mix subgraph, defined by the vertices and edges associated with each
mix. We call the adjacency matrix of this subgraph an inner-miz matriz. This
matrix represents the relationship of the input messages to a mix to the output
messages of the same mix.

Definition 6 (Inner-mix matrix). Let TG be a trace graph, let p be a miz,
and let V; be the incoming vertices of messages associated with p and Vo be the
outgoing vertices of messages associated with p, as described in Definition 2. For
each message going through u, there is an edge (v, w) between a vertez in v € Vy
and a vertex w € Vo, as defined by the path of that message. Let &, be the set
of such edges. Then an inner-miz matriz is the adjacency matriz of the graph
VrUVo,&,).

’U1,I(#1)
va, 7 (1)

”U1,o(u1)
Uz,O(Ml)

) An example of a network trace (b) Mix @1 modeled by vertices and edges.

Fig.1: An example of network trace TR and the representation of mix pu; by
vertices and edges.

We also model inter-entity connections as a set of adjacency matrices. An
inter-entity matrix is a matrix that represents the connections between entities
that have messages going between them.
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Definition 7 (Inter-entity matrix). Let Vo be the set of outgoing vertices
of a subset of the network entities that are able to send messages to subset of
entities with vertices V. Let &1 o be the collection of all edges that connect the
vertices of Vo with the vertices Vy. Then an inter-entity matriz is the adjacency
matriz of the graph (Vo U Vi, Er0).

The number of inter-entity matrices in our model vary depending on the
network configuration. For example, if we have a free-route network where each
mix can send a message to any mix in the network then we can have one inter-
entity matrix. However, if the system’s topology is stratified then mixes are
arranged in a fixed number of layers and can only communicate with mixes in
the subsequent layer. In this case we have an inter-entity matrix that connects
every two layers (eg £p is associated with layer ¢ and & is associated with layer
i+1).

v2.0(4t1)

i
i3

inter — entity, =

l-'l.()(#z) I‘z.r)(#z)
Iy = vy, r(ps) 1] 1
va,1(p12) 1 0

‘Hp(lkz) '“2.0(#13)

)
)
s o 1)
)

inter — entity; =

M3 =
va 1(f13) 0 1

inter — entitys =

Fig. 2: Modeling the trace in Figure la by matrices

4.2 Matrices in two sets

As given in Section 4.1, we model the entire Trace Graph by a list of matri-
ces. There exists two types of matrices (i) inner-mix matrices that represent the
"inside” of the mix and (ii) the inter-entities matrices that represent the con-
nections between two sets of entities (either a mix or a user). The motivation
behind this modeling is two-fold:

— Using this model we are able to trace any message by simply tracing the
elements with value 1 that connect the edges in the different matrices. Fig-
ure 2 shows the matrices that are the representation of the trace depicted in
Figure 1a. We can see in the Figure 2 how by simply following the connected
edges in the matrices we are able to correlate the input i; to the output os.
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— Accommodating the the adversary in our model. The set of matrices repre-
sents the full trace of the network, so in order to include the adversary in
this model, we need to split the matrices into two sets: matrices that are
part of the observation O and matrices that are part of the Hidden State
HS. For example if an adversary APV is only corrupting a mix u1, we put
the corresponding matrix in the observation and the rest of the matrices in
the hidden state. For the inter-entity matrices however, depending on which
portions of the network the adversary monitors, the same matrix has to be
split to O and HS. For example if APV controls the connections between
p1 and pg the inter-entitys in Figure 2 is split in two as shown in Figure 3.

’111.1(#3) '1’2.1(M3) 1-‘1,1(}1.1) 1’2.1(#4)
O — 'L']_O('llq) 0 0 HS _ ?51_()(,(1,2) 0
llz_()(’ll,l) 1 0 ‘UQ_()(,U,Q) 0 1

Fig. 3: Inter-entity matrix split into O and HS

We call the Ground Truth the trace of messages that actually happens in reality,
i.e. the trace that the adversary wants to learn information about. The adversary
can see some part of the Ground Truth in its Observation O and proceeds
to conduct the traffic analysis by traversing through the space of the different
possible traces in the Hidden State HS.

5 Traffic Analysis of Mixnets

The goal of the APV, having an observation O and a prior knowledge about the
network C, is to estimate the probability distribution over the possible hidden
states in order to achieve its goal, for example linking senders to receivers or
input messages to output messages. In other words, the APV tries to estimate
the target distribution Pr{HS | O,(C] using the Metropolis—Hastings method.

5.1 Markov Chain Monte Carlo (MCMC)

The Metropolis—Hastings method works by sampling states by conducting a
random walk across a state space. In our context, a state is the Hidden State,
‘HS, of the trace. The Metropolis-Hastings algorithm requires that we define a
transition function that allows us to propose a new Hidden State (HS,,) for every
Hidden State (HS.) that we encounter in our random walk. Next we compute
the following ratio, Qpezt_move in order to decide whether or not to accept the
HS,.
Pr(HS.|0,C] « Q(HSy|HS,)

Qnest_move = (1)

PriHS, | O,C]  QIHSJHS,)]




Traffic Analysis by Adversaries with Partial Visibility 9

Note that Q is the transition function that provides the probability of moving
from a current state HS. to a proposed state HS,. Further details on how to
compute Q are provided in Algorithm 1. We recall from Section 4 that in the
set of matrices MX associated with a trace TR, a matrix in MX is either an
inter-entities matriz or an inner-mix matriz. Recall also that we divide this set
of matrices into two sets; an Observation O and a Hidden State HS.

The transition function we use to move from current Hidden State HS. to
a proposed Hidden State, HS, works as follows. We start by choosing a matrix
Mz € HS at random, and then choosing two columns (which corresponds to
vertices in the network) in Mz at random to swap. For inner-mix matrices,
this corresponds to the following: let M; be a set of messages in a mix with
inner-mix mapping F,; : M; — Mo during time t. Let vy j,v2 1(pj) € My,
and let vy 0,v2,0(t;) € Mo such that F, (vir) = vi,0, Fu, (va,1) = v2,0. Then
swapping two columns in Mx assigns to M; a new inner-mix mapping FL, where
Fl(v,1(13)) = va.o(ny) and Fl(va,r(13)) = vi0(u;) and Fl(x) =, (2) for all
x such that x & {v1,1,v2,1}.

For inter-entity connections, the transition function corresponds to the fol-
lowing: Let £T o and T be two sets of entities and let M; be a set of mes-
sages that are sent from entities in £7 ¢ to entities in £7; during time ¢. Let
F. : ETo — ET be the inter-entity connection. Let Vo be the vertices asso-
ciated with outgoing packets from £T o and let V; be the vertices associated
with the incoming packets of £7 1. Let vy 0,v2,0 € Vo, and let vy 1,v21 € Vi
such that F.(v1,0) = v1,; and Fe(ve,0) = va,7. Then swapping two columns in
Mz assigns to M, a new inter-entity connection F,, where F!(v1,0) = var,
F/(v2,0) = v1,1 and F/(z) = Fe(x) for all « such that & {vi,0,v2,0}

5.2 Computing the Probability of a State based on Priors

Depending on the system, the adversary may have prior knowledge on the sys-
tem, which will be accounted for in the estimation of the target target probability.
We model the system by a list of constraints C. Any system can have a variety
of constraints, such as paths lengths [17], or user constraints in choosing nodes
based on geo-locations, or having a biased distribution for routing (as in the
example of Nym [7]).

To consider user constraints, the adversary, having a proposed trace TR,
computes Pr[TR | C] which is the probability of the trace given its prior knowl-
edge on the system model C. As described in Section 4.2, a trace 7R is composed
of an Observation O and ‘HS, therefore:

Pr[TR | C] = Pr[HS,0 | C] 2)

We note however that the adversary is trying to estimate Pr[HS | O,C] (Equa-
tion 1). We therefore apply Bayes rule:

PrHS, 0| (]

PrIHS | 0,0] = =

3)
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Thus, we can rewrite rationert_move as follows:
X _ Pr[MS. | 0,C]+Q(HS, | HS.)
nert-move T prinS, | O,Cl * Q[HS. | HS,]
_ Pr[HS., 0 | C]/Pr[O|C]* Q(HS, | HS.)

= Pr[HS,,0 | Cl/Pr[O] Cl * Q[HS. | HS,)
_ Pr[HS.,0|Cl* Q(HS, | HS.)

= Pr[HS,,0 | C]* QIHS. | HS,)

_ Pr[TR.|C]*Q(TR, | TR.)

~ Pr[TR, | Cl* Q[TR. | TRy

Computing the apert_move iS therefore reduced to computing the probabilities
of the different traces TR given the constraints C. Assuming paths selection is
independent (we further elaborate on this point in Section 6). Because a trace
is a set of message paths, the adversary computes:

PriTRICI = [] PrlPIcC] (5)

PeTr

Based on this derivation, we execute the Metropolis-Hastings algorithm by
generating a sequence of different samples (traces) starting from a random trace.

5.3 Metropolis-Hastings Algorithm

We now put everything together to present the concrete algorithm used to gain
the target distribution. We describe the algorithm here, and its pseudo-code is
included in Algorithm 1.

Q(TR,|TR.) is the transition function, that is the probability of moving
from one state TR, to another state TR,. In our model, this translates to
choosing a matrix of Mz € MX and two of its columns (¢, c2) to permute
which yields TR,. Therefore the transition function is symmetric and equal to
W, where |V] is the number of columns in Mz.. As noted in [4], the
values of Q(TR,|TR.) are not key to the correctness of the sampling, however
different transition functions, may speed the convergence to a the stationary
distribution.

6 System Model

In this section, we showcase modeling a small example of a mixnet-based system
of 9 mixes in order to perform traffic analysis. We choose a stratified topology
where the 9 mixes are arranged in 3 layers as shown in Appendix A.1. Each
mix is assigned a layer, and messages are sent from layer [; to layer [;;1. In our
experiments, we use a threshold miz [2] that buffers messages in the queue until
the threshold parameter T is reached. At that point the mix permutes the T
messages, and then outputs all messages in a random order. Finally all messages
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Algorithm 1: Metropolis—Hastings Algorithm

Result: Computing Pr[s; — r;]

Input: TR + {O,HS}, APV, burn in, ny
Initialize:

si < pick_sender;

r; < pick_receiver;

reality < check(s; — 7;) ;

P, + compute(Pr[TR.]);

I+ 0;

Nsamples 0 )

while nsampies < nyrg do

M X, + pick_matrice(HS.);

MX, + permute(MX.) ;

HS, « MXp, = MX\ {Mz.}U{Mzp} ;
TRy, < O, HSp;

violations < check_constraints(T'R,) ;

if Not violations then

Piy1 + compute(Pr[TR,));

o +— min [1, P}tl];
r <+ U(0,1);
if a > r then
accept(TRp);
Nsamples + +7
if check(s; — r;) then
| T+ +;

end

Pr(s; = rj] = u

Nsamples

return: {Pr[s; — r;], reality}

)

are source-routed. We emphasize that our model is not limited to this type or size
of network . We argue that the matrix-based model is able to accommodate any
type of mixes and/or network. However, depending on the type of the network,
Equation 5 should be adapted accordingly. Next we show how to compute the
probability of a trace in a network of certain constraints C.

6.1 Probability of a Trace

Recall from equation 5, that a trace TR is a collection of all its paths and
therefore the probability of a specific trace is the product of the probabilities of
different paths.

priTRICI= ][] Pr(P] (6)

P,eTR

In addition, as explained in Section 4, a message path P; is an ordered set of
entities that describe the path of the message from a sender s; to a receiver r;.
The routing of the message through the different mixes, as well as choosing a
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receiver for each message is probabilistic. Let’s denote Pr[u] the probability of
the mix p being chosen in the path P; and Pr(r;] the probability of the receiver
r; is part of P;, meaning sender s; chose receiver r; to send a message to. The
probability of the path P; is then:

riplcl = | I Priul)| Prird (7)

neEP;

The above equation holds because we consider source routing, meaning that each
user chooses the path of each message among the set of mixes and receivers. We
leave other types of routing outside the scope of this work. Putting Equation 6
and Equation 7 together, the probability of a trace is therefore:

PriTRIC] = H H Pr{u])Pr{r;] (8)

P,eTR peP

Considering our stratified topology system model of [ layers and N(I;) mixes in
each layer [;, we now proceed to compute the probability of each path. We abuse
notation slightly and also consider j;;, as the event that the sender s; chooses
mix p;,; as the jth mix in layer [;, as well as r; as the event the sender s; in path
1 chooses the receiver r; as the receiver. We first consider that each sender knows
all the public parameters of the network such as all the mixes in the network as
well as the number of mixes in each layer. The sender then chooses each mix as
well as the receiver of each message uniformly.

l
H PT[HJ'JJ
i=1

Lo
= L_l N(li)] Prir;]

We show how we compute the probability of a trace of a network having other
requirements in Appendix A.1.

Prip) = Prir]

7 Empirical Evaluation

In this section we first explain how we assess the effectiveness of our model and
then show the results of inferring probabilities of trace-related events under two
adversaries of different capabilities.

7.1 Determining the Accuracy of our model

Our framework is effective if it reaches the target distribution. To evaluate the
effectiveness of our model of an APV we need to assess the closeness of the
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samples given by our model to a target distribution based on the ground truth
across many rounds of messages in a mixnet.

Recall from Section 5, that we first start by generating the ground truth trace
TRg7 and the adversary specifies the trace related event that they want to infer
probability of. We refer to the success or failure of this event in the ground truth
as a goal and we model it as a predicate function P : {TRagr} — {0, 1}, which
takes the ground truth traceT Rgr as input and outputs 1 if the occurrence
happens in TRgr and 0 otherwise. For example, if the goal of the adversary
is to infer the probability of sender s; sending a message to receiver r; during
its window of observation, then we associate to this goal a predicate P, where
P(TR) =1 if s; did send a message to r; in the trace TR and 0 otherwise.

Then we translate this ground truth trace into a set of matrices. Depending
on what portions of the network the adversary observes, we divide this set of
matrices into two sets: Hidden State HS and O. In order to avoid starting
from a high probability state, we do a randomized uniformly chosen number of
permutations on the different matrices that are part of HS and finally we give
these two sets of matrices to the adversary as well as the list of constraints.

The adversary then execute the Metropolis—Hastings algorithm on the trace.
At the end of one run of the Metropolis—Hastings algorithm, the adversary assign
a probability p;, to the event of interest. We refer to the probability, py,., as a goal
and the output of P(TRgr) as an occurrence. We call an occurrence positive
when P(TR¢) =1 and we call an occurrence negative when P(TR¢) = 0.

In order to assess the accuracy of our model we need to generalize beyond a
single trace. To do this, we run the Metropolis Hastings algorithm on Ny, number
of traces for the same adversary each time using a different ground truth trace.
After each run of the algorithm, we record the probability p,, that the adver-
sary assigns a given event to its goal, and we record the occurrence P(T Rgr).
Once we have our full data set (pyr,, occurrences) tuples, we compare the aver-
age inferred probability to the confidence score on the occurrences. We use the
Wilson score interval [20], as it has been shown to be the most accurate [19]
of binomial confidence intervals. The Wilson Score takes number of successes
and number of failures as inputs, and outputs the probability of success along
with the 95% confidence interval. We consider our model to be effective if the
sampled probability lies within the confidence interval. Therefore, the average
ability of the adversary to correctly infer the probability of the specified event
across many different events can be taken into account.

7.2 Capability: Compromising

We start by analysing an adversary who has compromising capability. The goal
of this adversary is to infer whether at-least one of the messages of a sender s;
arrived to a receiver r;j. This adversary tries to link the receiver to senders that
route a message through one of the compromised mixes. Therefore we choose an
adversary who is compromising one entry mix and one exit mix. We evaluate
this adversary for up to 500 observations.
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We can see in Figure 4a that when there are only a few observations, the con-
fidence interval is high, however we show that our model eventually converges
into the the target distribution where the confidence interval is within tight
bounds as the model is guessing with 95% confidence the correct probability.
Note however that we are showing the average sampled probability of the differ-
ent events. The probability of each trace related event may differ per different
observation. In Figure 4b we show the histogram of the number of experiments
per bin. The idea behind this binning is to analyse beyond the average prob-
ability inferred by the adversary for the different observations. After collecting
all the sampled probabilities where each probability corresponds to one trace,
we store them in different bins depending on their values. Each bin corresponds
to an interval of probabilities and contains the number of times the adversary
inferred that probability.

We can see that for this adversary, the bin that corresponds to a probability
between [0,0.1] contains the largest number of items, meaning that for most
observations the adversary guessed between [0,0.1] due to lack of information.
The second largest bin is the one that corresponds to the events having a prob-
ability between [0.9,1]. Those events are likely to be the messages that went
through both the compromised mixes (and so the APV had more information),
and finally around 25% of the total events the adversary infers a probability
between 0.2 and 0.7. This would intuitively match to the case where messages
went through a single compromised mix that the APV could watch, but not
both.
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Fig. 4: Capability of APV;: Compromising 2 mixes

7.3 Capability: Monitoring

Similar to the previous experiment, the goal of this adversary is to infer whether
at-least one of the messages of a sender s; arrived to a receiver r;. The adversary
is monitoring the inter-entity matrices, and so the adversary is what is usually
called a Global Passive Adversary in mixnet literature. The adversary in this
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case is not compromising the mixes, and therefore all permutations of inner-mix
mapping are possible.

We can see in Figure ba that the adversary captured by our model is able
to infer probabilities correctly with enough number of observations. As opposed
to the APV, the GPA can connect s; to a receiver r; with a higher confidence.
Figure 5b shows the histogram of the different probabilities estimated by this
adversary. We can see that unlike the previous adversary, the number of items
inside the different bins is more balanced between probabilities, meaning that
this adversary does not sample states with a very high probability compared
to other states with low probability. This confirms our understanding with the
modeled GPA. In the first adversary we can see that there are traces with
high probabilities (a less balanced histogram) that correspond to messages being
routed via at least one compromised node. We note however that the average
probability inferred about the different events is similar in this scenario even
though that the first adversary is more realistic as it compromises only 2 mixes
as opposed to the second adversary that monitors all mixes in the network.
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Fig.5: Capability of APV5: Monitoring all inter-entity matrices (GPA)

We emphasize that the main goal of the paper is not to present the specific
results of de-anonymization, but rather to demonstrate the possibility of going
beyond the traditional Global Passive Adversary (GPA) model in mixnets. In
addition, we show that our model is also able to capture this GPA as a special
case.

However, this flexible framework comes with one main drawbacks which is the
Metropolis Hastings algorithm is computationally expensive, requiring a large
number of state samples to be drawn in order to reach from the target distribu-
tion. Additionally, if the adversary is relatively weak, it may be more efficient
to rely on the adversary’s prior knowledge and analytically infer trace-related
events. Nevertheless, for adversaries with a reasonable level of visibility into the
network, we consider the computational cost of the algorithm to be acceptable,
especially given the lack of alternative methods for studying such adversaries.
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7.4 Performance evaluation

Our Metropolis-Hastings sampler is composed by 2363 LOC of Python and run
on an Intel(R) Core(TM) 19-9920X with 3.50GHz CPU and 132 GB RAM. As
explained in 5.1, in order to compute apert_move We need to compute the proba-
bility of every state. Depending on the adversary’s knowledge, the network size
and the number of messages per observation, the computation time might in-
crease. For our simulated scenarios, it took about 6 for the full analysis. While
this may seem expensive, our implementation is not optimised for size, memory
usage or running time and we argue that more optimized implementations will
outperform it.

8 Conclusion

To the best of our knowledge, this is the first work considering a model of an
adversary whose capabilities can be modeled by the partial view of the network.
In this paper we present and analyze traffic analysis by Adversaries with Partial
Visibility (APV'), who have a visibility over some portion of the network. We
put forth a mathematical model of a mix network and use this model with the
conjunction of Metropolis-Hastings to build a Bayesian inference engine that
models how an adversary infer probabilities about trace-specific events. Finally,
we analyzed the effectiveness of our model under different simulated adversaries.

The critiques made of previous work on mixnets by Syverson [16] are to a
large extent correct, as even powerful nation-state adversaries may have only
partial visibility. However, this does not mean that mixnets cannot be analyzed
in terms of such adversaries, as our work shows. Our work would allow the more
realistic practical engineering of privacy-enhancing technologies, especially as
real-world mixnets like Nym are deployed in countries with partial adversaries
such as Iran [7].

Nonetheless, the work is limited. While we studied compromised mixes, we
assumed the mixnet adversaries that were compromised were honestly following
the protocol. Thus, an aspect that needs to be studied is actively malicious
mixes as well as users. More importantly further work should systematically
study different adversaries, each having different visibility over multiples mix
networks with different parameters and design decisions.
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A System Model: Topology

A.1 Topology

Fig. 6: Mixnet-based system Model

B Probability of a trace: Mixes are not chosen Uniformly

Depending in the systems requirements, mixes can be chosen according to a cer-
tain weights assigned to them.We now consider the case of mixes not chosen uni-
formly, but according to an assigned weight. Mix weights can reflect geographic
approximation, bandwidth, trust etc. Let’s denote by w(u;;, the probability of
the mix p;,;, being chosen among the set of mixes in layer /;. The probability of

each path becomes:
l

11w (.0

=1

PripP] = Prr;] (10)

We can also model the case when each sender s; only knows a subset of the
mixes in each layer I; (S(s;,1;)).

!
PrPi|S(si, )] = | [T Prin,|S(si 1))]| Prird] (11)
j=1
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To compute Pr(u;, ;|S(s;i,1;)], we need to divide the weight of mix wu;, ; by the
sum of the weights of the all the mixes in layer I; that sender s; knows.

Priuj.,|S(si, ;)] = m -

Therefore:

l
P[P 1S(s: 1.)] = w(uji,i) vl
PrP;|S(si, 1;)] j|:|1 w1y | Pl (13)

Recipient probability The recipient probability Pr{r;] captures any prior
knowledge of the adversary about the relationship between a specific sender
and a specific receiver, for example if the adversary has a prior knowledge about
friendship graphs of certain senders (i.e sender s; is twice as likely to send a
message to receiver r; than to a receiver rq).

C Constraints in sampling

Depending on the network configuration as well as the adversary capabilities,
some samples states are not possible therefore are thrown away in the Metropolis
Hastings algorithm. In order for our model to be accurate we incorporate two
categories of these impossible states:

Ghost Messages: In prior work using the Metropolis-Hasting algorithm [4],
the authors acknowledge that one of the limitation of their model is assuming
that the adversary starts observing the network when the all mixes are empty.
We argue however that this is not realistic. Instead the adversary starts ob-
serving the network when there are already messages inside the mixes and those
message contribute in hiding an item of interest. We model this scenario by ghost
messages. Not to be confused with dummy or cover traffic, ghost messages gm
are an output message whose inputs are outside the observation of the adver-
sary and therefore are not items of interests but they do play a role in hiding an
item of interest. We therefore add vertices to the subgraph associated with the
matrix.

Routing: When an adversary is monitoring or compromising a mix, not only
do the have knowledge about the input and output messages of that mix but
also the destination and source mixes of those messages. We model this by a list
of rules. Any sampled state that is the result of a violations of these rules will
be thrown away.

D Table of Notation
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Table 1: Summary of notation

Notation Interpretation

Adversary

A Adversary

APV Adversary with Partial Visibility

(@) Observation

HS Hidden State

C Constraints

Messages

o mix

M, Set of messages that are inside y during ¢

M Incoming messages to a mix

Mo Outgoing messages of mix

Matrices

P, Path of the message m

1% Set of Vertices in a path

& Set of edges in a path

Vi Set of mix input vertices

Vo Set of mix output edges

Eu Set of edges in the subgraph associated
with the inner-mix mappings of mix u

1.0 Set of edges in subgraph associated with inter-entity connections
between £T o and £7 1

vy, 1(145) ith input edge of jth mix

vi,0(;)) ith output edge of jth mix

GM Set of ghost messages

Metropolis—Hastings
TR

TRy

TR

TRc

Q

Trace

Proposed Trace

Current Trace

Trace of the Ground Truth
Transitioning function




